Stichting Events KNVB Privacy Policy

Stichting Events KNVB
Woudenbergseweg 56
3707 HX ZEIST

the Netherlands

The Stichting Events KNVB is a data controller and takes your privacy seriously and
understands the importance of maintaining the confidentiality of your personal data and other
information stored about you.

We are committed, in the course of our activities and in compliance with applicable data
protection laws, to ensure the confidentiality, integrity and availability of your personal data, as
well as to respect your privacy.

The commitments described in this privacy policy (the “Privacy Policy”) fulfil our values,
principles of action and behaviour and are established in compliance with applicable Swiss and
European laws.

This Privacy Policy has been drafted in English and has been translated in Dutch. In the event
of any discrepancy between the English and the translated texts, the English text shall prevail
and be used to solve doubts of interpretation.

Date of issue of the latest version of this Privacy Policy: 2023.01.24
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1 WHAT THIS PRIVACY POLICY COVERS

This Privacy Policy applies to the processing of your personal data by us when you visit and use
any website, app or service of the Stichting Events KNVB which links to this Privacy Policy. This
means information that identifies you personally such as your name, location, photo and contact
details or data that can be linked with such information in order to identify you directly or indirectly
we refer to these websites, apps, social media profiles and pages and services in this Privacy
Policy, collectively the “Platforms”.

This Privacy Policy also covers the collecting and processing of any personal data by us that our
business partners share with us.



2 THE PERSONAL DATA WE COLLECT FROM YOU

We collect and process personal data in respect of your use of and interactions with our Platforms
in order to provide you with a service, to respond to you and to publish and share information plus
documents related to football. Personal data means any information that may be linked directly
or indirectly to you as an individual. The types of personal data we may collect and process vary
from Platform to Platform but can be summarised as follows:

Personal data we collect:

() Identity Data includes first name, maiden name, last name, username or similar
identifier, portrait, image, (sound of) voice, marital status, title, date of birth, gender and
ID number.

(i) Contact Data includes billing address, delivery address, email address and telephone
numbers.

(i) Financial Data includes bank account and payment card details.

(iv) Transaction Data includes details about payments to and from you and other details of
products and services you have purchased from us.

(v) Technical Data includes internet protocol (IP) address, your login data, browser type
and version, time zone setting and location, browser plug-in types and versions,
operating system and platform, and other technology on the devices you use to access
this website.

(vi) Profile Data includes your username and password, purchases or orders made by you,
your interests, preferences, feedback and survey responses.

(vii) Usage Data includes information about how you use our Platforms.

(viii) Marketing and Communications Data includes your preferences in receiving
marketing from us and our third parties and your communication preferences.

(ix) Cookie and Device Data. Details can be found in Section 10.

(X) Other. Other information you may provide to us, for example photographs, competition
entries.

3 HOW WE COLLECT YOUR PERSONAL DATA

We collect your personal data in a number of ways as described below.
Information you give to us directly:

We collect information on you where you:

() register an account with us (including via social media profiles such as Facebook and
Google+) or log in and make changes to your online account;

(i) register to receive marketing communications from us;

(iif) purchase products or service or tickets from us;

(iv) enterinto a competition on our Platforms;

(v) interact with our social media profiles;

(vi) contact us (including over the phone, or via email, post, live chat or social media
messaging).

Personal data we collect automatically:

We also automatically receive and record non-sensitive information on our technical infrastructure
logs about your computer when you visit our Platforms, regardless of whether you have registered
for an account or not by just browsing our servers. We may collect, including but not limited to,
your web browser software, your internet protocol (IP) address which identifies your computer,
our cookies, the referring website and the page you requested. We may also collect information
about your location, and your online activity on our Platforms. Please refer to Section 10 for more
details in relation to our use of cookies.



4 HOW DO WE USE YOUR PERSONAL DATA

The personal data we hold on you will be used in a number of ways depending on the Platform
as explained below. Under data protection laws we have to have a lawful basis for processing
your personal data. We have indicated the lawful basis we rely on below in the headings.

Where we rely on legitimate interest as this lawful basis, our legitimate interest is necessary for
promoting our business, improving the services we offer to you and your experience when you
interact with us, and ensuring effective operational management and internal administration of
our business and the exercise of our rights.

To fulfil contracts

If you enter into a contract with us (for example to purchase a ticket, open an account, purchase
a product or to enter into a competition) we need to process personal data in order to fulfil the
contract by providing the services, processing payments and corresponding in relation to the
same. If you do not provide the information to us, we may not be able to fulfil the contract and
provide the products or services to you.

Where we have your consent

We ask for your consent to send you direct marketing communications relating to ticketing sales
periods, events, tournament information and other activities we run. You can choose to
unsubscribe at any time as explained in ‘your rights’ below. In some limited circumstances, we do
not need to obtain your consent for marketing as explained in the legitimate interest section below.

Where we have a legal obligation

To protect, investigate, deter and report fraudulent, unauthorized or illegal activity. Where you are
interested in purchasing tickets this includes the prevention of credit card fraud and the retention
of certain payment details to enable refunds and for financial record keeping requirements.

We are also under legal obligations in respect of health and safety, ensuring that individuals who
have been banned do not attend events and other integrity in sport requirements. This may
involve the processing of personal data about you and the disclosure of information to the police,
state authorities and other bodies where required by law.

Where we have a legitimate interest

We may process your personal data where it is necessary for our legitimate interests as a
business in the following situations:

¢ Account management and record keeping and correspondence in relation to products and
services you receive from us.

e Fraud detection and checks.

e To respond to any enquiries, information requests or complaints you make to us or that
are made about you.

e To inform you of upcoming events, promotions and community initiatives and
communicate with you about these, where you have shown an interest.

e To send you marketing communications where we have a commercial relationship (for
example where you pay us for tickets to an event or purchase items from our store) with
you and you have not objected to receiving such communications from us.

e To contact you for your views and feedback on our events and activities.

e To assist with internal record keeping.

e To provide you with, and maintain the quality of, our website and to analyse the use of our
website in order to help guide improvements.
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Profiling to enable better service and personalisation as explained in more detail below.
To assist in the prevention of or detection of a crime or equivalent malpractice.

To assist in the identification and prosecution of offenders.

To monitor the security of our events, activities and stadia.

Where we rely on legitimate interest as a ground for processing your personal data, we carry out
a ‘balancing test’ to ensure that our processing is necessary and that your fundamental rights of
privacy are not outweighed by our legitimate interests, before we go ahead with such processing.
We keep a record of these balancing tests. You have a right to the personal data contained in
these balancing tests on request and you can find out more by contacting us using the details
below.

We may also use aggregate anonymised information in order to help us develop our services and
may provide such information to third parties. This information cannot identify you.

5 PERSONAL DATA SHARING AND DISCLOSURE
We may share your personal data with the parties set out below for the purposes set out above.

e With our other group companies for internal reasons, primarily for business and
operational purposes in line with this Privacy Policy.

e With external third parties who perform functions on our behalf and who also provide
services to us, such as professional advisors, technology providers and hosting
companies; advertising companies and exchanges; analytics companies; payment
providers; fraud and credit checking companies. These third parties comply with similar
and equally stringent undertakings of privacy and confidentiality.

e With external third parties who are independent data controllers such as football clubs that
participate in our events and activities and venues used for our events and activities.

¢ With police and state authorities in particular to carry out security or administrative controls
in relation to venues or events you have requested access to.

o Where we find that it is necessary, as determined in our sole discretion, to investigate,
prevent or take action regarding illegal activities, suspected fraud, emergency situations
involving potential threats to the physical safety of any persons, violations to our terms or
as otherwise required by law.

e Pursuant to court orders or warrants.

e Where you give us express permission to share your personal data in the course of your
relationship with us from time to time.

We will not sell, rent or transfer your personal data to third parties without your consent and for
reasons other consistent with the purpose for which the data were originally collected or for other
purposes authorized by law.

6 TRANSFER OF PERSONAL DATA

Your personal data is generally stored within the EEA but in limited circumstances may be
transferred to suppliers located in countries that are not within the EEA. Where we transfer your
personal data from within the EEA to a country outside the EEA, we ensure adequate security
measures are in place to offer equivalent protection as your personal data would receive within
the EEA and in compliance with applicable data protection law. For further details on how we
safeguard your personal data transferred outside the EEA (including how to obtain a copy of such
safeguards) contact us using the details below.

7 DATA RETENTION AND ARCHIVING

Personal data processed by us will be retained only for as long as is necessary to fulfil the
purposes outlined above in this Privacy Policy. This will generally (but not in all cases) be for the



duration of time where you utilise our services, to comply with our legal obligations or to protect
our rights. When determining the relevant retention periods for your personal data, we will take
into account factors including:

e our contractual obligations and rights in relation to the personal data involved;

e legal obligation(s) under applicable law to retain data for a certain period of time;

e statute of limitations under applicable law(s) which is the period during which contractual
claims could be brought;

e our legitimate interests where we have carried out balancing tests (see section on ‘How
do we use your personal data’ above);

e (potential) disputes; and

e guidelines issued by relevant data protection authorities.

8 YOUR RIGHTS
By law, you have a number of rights (subject to certain conditions) when it comes to your personal

data. Further information and advice about your rights can be obtained from the data protection
regulator in your country.

Rights What does this mean?

Your right to object to | You have the right to object to certain types of processing,
processing including processing for direct marketing (i.e. if you no
longer want to be contacted with potential offers or
opportunities). Unsubscribing from newsletters and email
marketing communications can most easily be done by
clicking on the unsubscribe link at the bottom of any email
newsletter We have sent to you or, alternatively, by
modifying your account settings and preferences.

Your right to be informed You have the right to be provided with clear, transparent
and easily understandable information about how we use
your personal data and your rights. This is why we are
providing you with the information in this Privacy Policy.

Your right to access your | You have the right to obtain access to your personal data
personal data (if we are processing it) and certain other information
(similar to that provided in this Privacy Policy).

This is so you are aware and can check that we are using
your personal data in accordance with data protection law.

Your right to update and | You are entitled to have your personal data corrected if it
rectification is inaccurate or incomplete.

You are generally able to review, correct or update your
personal data at any time by accessing your account on
our Platform where it was created. However, you may
choose to send us a written request to do so on your
behalf at any time.

The right to erasure This is also known as ‘the right to be forgotten’ and, in
simple terms, enables you to request the deletion or
removal of your personal data where there is no
compelling reason for us to keep using it. This is not a
general right to erasure, there are exceptions.




You are generally able to delete your personal data at any
time by accessing your account on our Platform where it
has was created. However, you may choose to send us a
written request to do so on your behalf at any time.

Your right to restrict processing | You have rights to ‘block’ or suppress further use of your
personal data. When processing is restricted, we can still
store your personal data but will not use it further. We keep
lists of people who have asked for further use of their
personal data to be ‘blocked’ to make sure the restriction
is respected in future.

Your right to data portability You have rights to obtain and reuse your personal data for
your own purposes across different services.

Your right to lodge a complaint | You have the right to lodge a complaint about the way we
handle or process your personal data with your national
data protection regulator.

Your right to withdraw consent | If you have given us your consent to anything we do with
your personal data, you have the right to withdraw your
consent at any time (although if you do so, it does not
mean that anything we have done with your personal data
with your consent up to that point is unlawful). This
includes your right to withdraw consent to us using your
personal data for marketing purposes.

You can exercise any of these rights by contacting us in writing (including via email or regular
mail) on the details below. Please note that we may require to receive a proof of your identity
before we can respond to your request.

Email:
- UEFA EURO 2020: euro2020@knvb.nl
- UEFA Futsal EURO 2022: futsaleuro2022@knvb.nl
- UEFA Women’s Champions League Final 2023: tickwclf23@knvb.nl
- UEFA Nations League Final 2023: unlf2023@knvb.nl
Mail:

- Stichting Events KNVB, Woudenbergseweg 56, 3707 HX Zeist, the Netherlands

We usually act on requests and provide information free of charge, but may charge a reasonable
fee to cover our administrative costs of providing the information for:

e baseless or excessive/repeated requests, or
o further copies of the same information.

We may refuse, restrict or defer the provision of information where we have the right to do so
under current data protection legislation.

Please consider your request responsibly before submitting it. We will respond as soon as we
can. Generally, this will be within one month from when we receive your request but, if the request
is going to take longer to deal with, we will come back to you and let you know.
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9 DATA SECURITY

We want you to feel confident about using our Platforms. Therefore, we define and implement the
reasonable technical and organizational measures necessary to maintain the security of personal
data, according to the nature of the personal data processed and the circumstances of the
processing, with the objective of avoiding (in the realm of the possible and having regard to the
state of the art) non-authorised processing or access, alteration or loss (to ensure confidentiality,
integrity and availability respectively).

We use industry standard SSL encryption to protect data transmissions. If you communicate with
us otherwise than via our Platforms (e.g. by email), you should however note that the secrecy of
internet is uncertain. By sending sensitive or confidential email messages or information which
are not encrypted, you accept the risk of such uncertainty and possible lack of confidentiality over
the internet.

Identity theft and the practice currently known as “phishing” are of great concern to us.
Safeguarding information to help protect you from identity theft is a great concern. We do not and
will not, at any time, request your credit card information, your account ID, login password or
national identification numbers in a non-secure or unsolicited email or telephone communication.

10 COOKIES

Cookies are text files that are placed on your computer and may be used to store your information.
We use cookies to provide you with content specific to your interests and track your use of our
Platforms. You can set your browser to refuse all or some browser cookies, or to alert you when
websites set or access cookies. If you disable or refuse cookies, please note that some parts of
our Platforms may become inaccessible or not function properly. For more information about the
cookies we use, please see our Cookie Policy on our website https://www.knvb.nl/themas/euro-
2020 regarding UEFA EURO 2020 or https://www.knvb.nl/futsaleuro regarding UEFA Futsal
EURO 2022. www.onsoranje.nl/nationsleague for the UEFA Nations League final and
womensclfinal.nl for the UEFA Champions League final

11 PROFILING

We may use the personal data you provide to us to better understand your interests so we can
try to predict what other products, services and information you might be most interested in. We
call this profiling. This enables us to tailor our communications and those of our third parties to
make them more relevant and interesting for you.

If you don’t want us to do this you may opt-out here http://www.networkadvertising.org/choices/,
or http://www.aboutads.info/ or, for EU users only here: http://youronlinechoices.eu/. You may
also use your right to object set out above.

We do not use your personal data to make automated decisions about you that may have legal
effects or otherwise significantly impact you.

12 CHILDREN'S PRIVACY

The protection of personal data of children and adolescents is of particular concern to us. Our
Platforms and their content are not directed at children under the age of thirteen (13). We
recommend that parents discuss the use of the internet and the provision of personal data on
websites with their children before allowing minors between thirteen (13) and sixteen (16) to
register.

We will not knowingly collect personal data from or about children under thirteen (13) or knowingly
allow minors between thirteen (13) and sixteen (16) to register as users without parental
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permission. If a parent or legal guardian becomes aware that his or her child under sixteen (16)
has registered as a user without their consent, he or she should delete the relevant account or if
this is not possible, inform us immediately. If we become aware that a child under thirteen (13) or
between thirteen (13) and sixteen (16) but without parental permission has registered as a user
of us, their access as a user will immediately be denied and their account deleted as quickly as
possible (including all personal data associated with that account).

If you believe that we might have any personal data from or about a child under thirteen (13),
please send your request in writing (including via email or regular mail) on the details below.
Please note that we may require to receive a proof of your identity before we can respond to your
request.

Email: Mail:
- UEFA EURO 2020: euro2020@knvb.nl
- UEFA Futsal EURO 2022: futsaleuro2022@knvb.nl
- UEFA Women’s Champions League Final 2023: tickwclf23@knvb.nl
- UEFA Nations League Final 2023: unlf2023@knvb.nl

Stichting Events KNVB, Woudenbergseweg 56, 3707 HX Zeist, the Netherlands
13 LINKS TO OTHER SITES

If any part of our Platforms link to other websites, those websites do not operate under this Privacy
Policy. If you choose to visit an advertiser or click on another third party link, you will be directed
to that third party’s website. We do not exercise control over third party websites and therefore
recommend you examine the privacy statements posted on these other websites to understand
their procedures for collecting, using and disclosing personal data.

14 CHANGES TO THIS PRIVACY POLICY

This Privacy Policy is available at any time through our Platforms and may be amended from time
to time. We shall place an updated version on our Platforms. Our Platform may also provide
notices of changes to this Privacy Policy or other matters by displaying notices or links to notices
to you generally on or within our Platforms.

You are responsible for regularly reviewing this Privacy Policy. We reserve the right to change
this Privacy Policy at any time without prior notice to you. We will however notify you where we
have made significant changes and where we have a relationship with you.

15 CONTACT US

If you have any questions about this Privacy Policy, please contact us on the details below. If you
are not satisfied with our response to a complaint you have made, or think we are not complying
with data protection law, you can make a complaint to the data protection regulator in your
country:

Email: Mail:
- UEFA EURO 2020: euro2020@knvb.nl
- UEFA Futsal EURO 2022: futsaleuro2022@knvb.nl
- UEFA Women’s Champions League Final 2023: tickwclf23@knvb.nl
- UEFA Nations League Final 2023: unlf2023@knvb.nl

Stichting Events KNVB, Woudenbergseweg 56, 3707 HX Zeist, the Netherlands
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